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A user-specific security chip

OffPAD makes Internet use more secure

The large number of passwords and user credentiathat individuals have to manage is a source of
significant security risks. In the Lucidman project, a unique device is being developed with the ainf o
greatly enhancing security when using Internet serees.

The project, which has received funding from theriéh Norwegian Foundation (FNS), has prototyped an
innovative device called the OffPAD. Started in 20the project will come to a close in October 2013

Strong collaborative partnership

The name of the project, Lucidman, is short foralddser Centric ID Management. The project is madag

by Vallvi AS, a Norwegian company that specialisesommercialising new technology. The Departmént o
Informatics (IFI) at the University of Oslo is thNorwegian research partner. Industry partners ramin the
project include the Norwegian software companyar &5, the French hardware company TazTag, the Rrenc
software company CEV and the research laboratog YBRR which is part of ENISCAEN in the city of Caen
in Lower Normandy.

“Internet users today are swamped with user créalsrand passwords that they have to remembere®yst
security is usually based on password secrecyintpractice users must come up with shortcutstjust
remember all the passwords. For example, some @esplthe same password in different user credentia
others write passwords down or use specific datdsyaars as pin codes, and so forth. Such practarebe
exploited by hackers. In other words, modern-daysgy mechanisms generate security weaknessesysimp
because they are too difficult to use,” says Péataergbal, Managing Director of Vallvi.

Minimal exposure to attack

The OffPAD concept consists of an authenticatioib thiat makes it possible for users to collect arahage
their various user names and passwords in one.atee the security device is not online and only
communicates with the service providers at the nmirités in use, it greatly reduces the risk ohekt

“We base our security concept on the assumptidrilieauser’s client platform — be it a laptop, Mec
smartphone — is exposed to malware. The OffPADcaekeeps the user authentication secure in sptteso
as the OffPAD never exposes the password to thatdierminal and is online for brief periods o such,
the device’s are minimally exposed,” explains Bssbr Audun Jgsang at IFI.

“The solution shifts the entire ID authenticatiamgess from the service provider to the user.uds stores
his or her various user names and passwords amthesliminating the need to remember them. Theans
that users can employ many long and complex passaithout having to remember them, searching for o
guessing the right one,” Mr Taugbgl adds.

Solves even more challenges
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Audun Jgsang has been at the forefront of researslecurity usability for many years. Working tdgsgtwith
master’s students at the University of Oslo, hednaated a prototype of the OffPAD that goes beyjoatd
improving security through password management.

“Our goal is to provide a solution for a numbeseturity issues. The device will also help users to
authenticate the service providers they communiwéteand make it easy to determine whether ortimet
connecting server is in fact the desired target.ad@mplish this using a system called the ‘petnanoéel’
in which all servers communicate with are assign@étname by the user. For example, the OffPa@ssign
a photo or a recording of the user’s own voice $semer in order to verify that the user is actuillcontact
with his or her service provider,” Dr Jgsang says.

“In addition, the device can be used in data auitation processes so that the user’s online bankconfirm
that the transaction data received — such as atooumber and amounts — correspond to the informatio
entered by the user. This can be achieved by tfieADf device transmitting a screenshot that canrbsse
checked by the bank.”

Traces and identifies users

TellU AS develops a sensorplatform, Smarttrackérs platform collects information from sensors and
devices on a network. The type of user identifaratieveloped in the Lucidman project is of patticu
interest to Tellu, one of the project’s industpaktners.

“The system can trace and confirm that users haee hat a specific place at a specific time. It éan,
example, register that a security guard has madpatrol or that health personnel have visitedepéti home
at a certain time. This information is registersthg behavioural biometrics, i.e. the unit is cdpaif
authenticating users through password keystrolase vecognition or movements on a touchscreemlagxs
Knut Eilif Husa of Tellu.

Good support from FNS
The objective is to develop the OffPAD into a coenoially viable product, and there are many opsuds
that need more development.

“The unit must be secure and easy to use. Theigit@aldevelop a concept that simplifies the usentine
experiences” Dr Jgsang says.

By October, when the FNS-funded project termingtesindustrial partners will have tested demo-
implementations of the prototype. Thereafter, tbal gs to secure funding under the Eurostars progra to
further develop the concept .

Petter Taughgl emphasise the important role playatie Research Council of Norway and the signifiea
of Franco-Norwegian cooperation.
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“We have enjoyed excellent cooperation with theustdal cluster in Caen, with companies and academi
working together. The FNS has made it easier fdo @stablish the right contacts and has been very
supportive throughout the project period. My impies is that the people working there are flexdohel open
to adjustments along the way, which has been fdgtahe project.”

“Being a part of this process has been both funaaleg@rning experience,” says Kent Varmedal (rigbre of
the master’s students involved in the project. Hereshows Professor Audun Jgsang the OffPAD pratoty

The OffPAD prototype.

“We have received good support from the French gian Foundation and the Research Council theeentir
time,” say project manager Petter Taugbgl (leftyalli AS and Knut Eilif Husa of Tellu AS.
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