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A user-specific security chip 

OffPAD makes Internet use more secure 
 
The large number of passwords and user credentials that individuals have to manage is a source of 
significant security risks. In the Lucidman project, a unique device is being developed with the aim of 
greatly enhancing security when using Internet services.  
 
The project, which has received funding from the French Norwegian Foundation (FNS), has prototyped  an 
innovative device called the OffPAD. Started in 2011, the project will come to a close in October 2013.  
 
Strong collaborative partnership 
The name of the project, Lucidman, is short for Local User Centric ID Management. The project is managed 
by Vallvi AS, a Norwegian company that specialises in commercialising new technology. The Department of 
Informatics (IFI) at the University of Oslo is the Norwegian research partner. Industry partners involved in the 
project include the Norwegian software company Tellu AS, the French hardware company TazTag, the French 
software company CEV and the research laboratory GREYC, which is part of  ENISCAEN in the city of Caen 
in Lower Normandy.  
 
“Internet users today are swamped with user credentials and passwords that they have to remember. System 
security is usually based on password secrecy, but in practice users must come up with shortcuts just to 
remember all the passwords. For example, some people use the same password in different user credentials, 
others write passwords down or use specific dates and years as pin codes, and so forth. Such practices can be 
exploited by hackers. In other words, modern-day security mechanisms generate security weaknesses simply 
because they are too difficult to use,” says Petter Taugbøl, Managing Director of Vallvi.  
 
Minimal exposure to attack  
The OffPAD concept consists of an authentication unit that makes it possible for users to collect and manage 
their various user names and passwords in one place. Since the security device is not online and only 
communicates with the service providers at the moment it is in use, it greatly reduces the risk of attack.  
 
“We base our security concept on the assumption that the user’s client platform – be it a laptop, Mac or 
smartphone – is exposed to malware. The  OffPAD device keeps the user authentication secure in spite of this 
as the OffPAD never exposes the password to the client terminal and is online for brief periods only. As such, 
the device’s are  minimally exposed,” explains Professor Audun Jøsang at IFI.  
 
“The solution shifts the entire ID authentication process from the service provider  to the user. The user stores 
his or her various user names and passwords on the unit, eliminating the need to remember them. This means 
that users can employ many long and complex passwords without having to remember them, searching for or 
guessing the right one,” Mr Taugbøl adds.   
 
Solves even more challenges 



 

Audun Jøsang has been at the forefront of research on security usability for many years. Working together with 
master’s students at the University of Oslo, he has created a prototype of the OffPAD that goes beyond just 
improving security through password management.   
 
“Our goal is to provide a solution for a number of security issues. The device will also help users to 
authenticate the service providers they communicate with and make it easy to determine whether or not the 
connecting server is in fact the desired target. We accomplish this using a system called the ‘petname model’ 
in which all servers communicate with are assigned a petname by the user. For example, the OffPad can assign 
a photo or a recording of the user’s own voice to a server in order to verify that the user is actually in contact 
with his or her service provider,” Dr Jøsang says.  
 
“In addition, the device can be used in data authentication processes so that the user’s online bank can confirm 
that the transaction data received – such as account number and amounts – correspond to the information 
entered by the user. This can be achieved by the OffPAD device transmitting a screenshot that can be cross-
checked by the bank.”  
 
 
Traces and identifies users 
TellU AS develops a sensorplatform, Smarttracker. This platform collects information from sensors and 
devices on a network. The type of user identification developed in the Lucidman project  is of particular 
interest to Tellu, one of the project’s industrial partners.  
 
“The system can trace and confirm that users have been at a specific place at a specific time. It can, for 
example, register that a security guard has made his patrol or that health personnel have visited patients’ home 
at a certain time. This information is registered using behavioural biometrics, i.e. the unit is capable of 
authenticating users through password keystrokes, voice recognition or movements on a touchscreen,” explains 
Knut Eilif Husa of Tellu.  
 
Good support from FNS 
The objective is to develop the OffPAD into a  commercially viable product, and there are many open issues 
that need more development.  
 
“The unit must be secure and easy to use. The goal is to develop a concept that simplifies the users’ online 
experiences” Dr Jøsang says.  
 
By October,  when the FNS-funded project terminates, the industrial partners will have tested demo-
implementations of the prototype. Thereafter, the goal is to secure funding under the Eurostars programme to 
further develop the concept . 
 
Petter Taugbøl emphasise the important role played by the Research Council of Norway and the significance 
of Franco-Norwegian cooperation. 



 

“We have enjoyed excellent cooperation with the industrial cluster in Caen, with companies and academics 
working together. The FNS has made it easier for us to establish the right contacts and has been very 
supportive throughout the project period. My impression is that the people working there are flexible and open 
to adjustments along the way, which has been vital for the project.”  

 
 
“Being a part of this process has been both fun and a learning experience,” says Kent Varmedal (right), one of 
the master’s students involved in the project. Here he shows Professor Audun Jøsang the OffPAD prototype.  

 
 
The OffPAD prototype. 
 
“We have received good support from the French Norwegian Foundation and the Research Council the entire 
time,” say project manager Petter Taugbøl (left) of Valli AS and Knut Eilif Husa of Tellu AS.  

 
 
 
  
 
 


